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IPAM Manager

This guide is designed for administrators who operate the platform day to day. It
explains what each major module is for, why it matters operationally, and how the
product supports structured address management, discovery review, configuration
backup, monitoring retention, access control, and system maintenance.

The emphasis here is on platform usage and administrative value rather than on
validation details or test evidence.

Using this guide

The guide is organized around administrative responsibilities instead of internal
route names. This makes it easier to read the document as a product manual and to
use it during onboarding, handover, or operational review.

How to read it. New administrators typically begin with the dashboard and IP
address management sections, then expand into discovery, inventory, configuration
backup, monitoring, access governance, and system maintenance as their
responsibilities grow.
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1. Prerequisites Before First Use

This chapter outlines the environment, connectivity, and access prerequisites that
should be validated before the first production use of IPAM Manager.

1.1 Environment and Access Readiness

Purpose

This section helps administrators confirm that IPAM Manager can reach target
devices and authenticate successfully before relying on discovery, inventory, or
topology workflows.

Administrative value

Validating prerequisites up front reduces false failures, shortens troubleshooting
time, and prevents avoidable first-run issues that are often caused by blocked
management traffic, incorrect credentials, or missing protocol configuration.

Typical uses

«  Allow management traffic from the IPAM Manager server IP to the target
devices over SSH and SNMP through all relevant firewalls, ACLs, and
segmentation boundaries.

«  Verify that valid device credentials are available and tested for the intended
management method, including username and password for SSH and the
correct SNMP version, community string, or SNMPv3 parameters.

«  Confirm that the [IPAM Manager server can reach device management IP
addresses over the expected routes and that DNS resolution is available
where hostnames are used.

. Ensure the required device-side management services are enabled, such as
SSH and SNMP, and confirm that topology-related protocols such as LLDP are
enabled when richer neighbor visibility is expected.

«  Review the initial scan scope and target subnet list before the first discovery
run so the platform is pointed at the correct management ranges.

«  Verify that system time is synchronized on the IPAM Manager server and on
key network devices so logs, scan history, and scheduled operations remain
reliable for troubleshooting and audit review.

Operational guidance. Complete these checks before the first production scan, after
major network segmentation changes, or whenever a new site or device type is
brought under management.
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2. Getting Started

This chapter introduces the platform entry experience and the navigation model
that helps administrators move efficiently between day-to-day tasks.

2.1 Dashboard

Purpose

The dashboard is the operational home screen for the product. It brings the main
modules together in one place and helps administrators orient themselves quickly
at the start of a task or working session.

Administrative value

Use the dashboard to review the current context and move directly into the module
that matches the next operational task. It is most effective as a launch point for daily
work, not as a destination for prolonged data entry.

Typical uses

«  Move from the landing page into addressing, discovery, inventory, and
system administration with minimal navigation overhead.

«  Use the dashboard to shorten the path between review and action.
- Treat the page as a central workspace for operational awareness.

° « s Dashboard C | © adm
IPAManager
TOTAL DEVICES = ToTALNETWORKS & s R stsan ©  scANHEALTH °
°
7 80 7 2026-03-24 11:30 am =

@ Dashboard

" Subnets

& Scan History s

# System Utilization
@ Class Summary
cry MEMORY DIsK
B Subnet Calculator
0% 5% 0%
=3
o 15.46 1 2.16 G 53.56
= Inventory
© Inventory Info
# Quick Actions ' Auto Refresh
@ Templates
< Topology & Subnets " Topology D ScanHistory & Scheduler _
| Enable terval 30s v

42t Users Tip: Run a discovery scan to populate das met

“Ir Logs

A Credentials Vault

& Settings = Network Snapshot (Visual)

# Certificates
Q Networks by Site P lat Devices by Vendor

© Authentication v o 25 ® ARUBA ©

aduin mmBAT 24 ® cisco

PARIS 24 42.9% ® FORTIGATE (1)
l  Arusa
u JUNIPER (1)

Dashboard workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.
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3. IP Address Management

These modules support the core responsibilities of address planning, subnet
oversight, and day-to-day review of managed ranges.

3.1 Subnets
Purpose

The Subnets page is the main administrative workspace for reviewing managed
ranges, spotting overlap risk, and organizing subnet-related operations.

Administrative value

This page is where administrators spend much of their time. It combines visibility,
structure, and operational control in a single view, making it easier to review
address usage before making changes.

Typical uses
. Search and review subnet records by site, CIDR, VLAN, or naming pattern.
+  Open add and bulk workflows when a controlled update is needed.
«  Use the page to keep address data consistent and operationally reliable.

Subnets workspace

&= USABLE IPS O FREE IPS A OVERLAPS
" | MANAGED . :3;:;” all LIVE © USED IPS
79,497 243 2
A Overlapping subnets detected Showing 2 of 2 overlaps
MILANO ACK | ACK-ACCEPT MILANO ACK | ACK+ACCEPT
169.254.0.0/16 overlaps 169.254.0.0/26 169.254.06.8/16 overlaps 169.254.0.64/26
Pending review Pending review

i= All Subnets (SQLite-backed inventory)

Q SEARCH  Search networks (site, CIL =ROWS 100 v .« pAGE Page 10f 1 > # BULKACTIONS P Scan Selected £ ScanAll # Edit Selected T Delete Selected | Selected: @

Showing 1-80/80

O SITE CIDR NAME VLAN ID INTERFACE SOURCE ORIGIN LAST SCAN UTILIZATION ACTIONS
NAME DEVICE
ter F eg 274 Fil Filte e MM-DE g. 81 l

O  vonoon 172.24.125.240/29 ~ 220 WVian240 Ciscosw01 learne d 2026-03-24 (8§
11:30 am

HILANO 10.130.9.0/24 - nan mgmt FortiGate01 learned 2026-03-22 4% I7alE |
05:58 pm

O mIwano 10.130.1.0/29 - nan portt FortiGate01 lesrne d 2026-03-22 (&
05:58 pm

O wHILANO 10.130.1.130/32 - nan Mgmt_int FortiGate01 learned 2026-03-22 % ®
05:58 pm

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.
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3.2 Class Summary
Purpose

Class Summary provides a broader planning view that groups address data above
the level of individual subnet records.

Administrative value

This view is valuable when administrators need to reason about structure,
reservations, and planning patterns across larger blocks of address space.

Typical uses
«  Expand planning groups to review organization across multiple ranges.
«  Use the page when standardization matters more than record-by-record
editing.
«  Apply it during planning and governance reviews.
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£ Class Summary &h Subnets (M Templates L 5% 124 v & Refresh

A sites Q_ site Details & Primary: 172.30.0.0/16
Search site. ¥ Expandall A Collapse all
UTILIZATION USED PARTIAL
© Tip: Expand a site, then click a primary class to drill down 0% 1 o
SITE PRIMARY UTILIZATION USED  FREE  RESERVED  TEMPLATE
CLASS ROWS FREE RESERVED TEMPLATE ROWS
255 0 1
, 1class 0% 1 %5 0 0
BERLIN f:: sapand so
(® Apply template to Primary Class @ Manage templates
BERLIN  172.30.0.6/16 0% 1 35 0 0 N
- N Overwrite
o 2 classes % 2 50 o ° ~ Select template ~ v = ]
sl Click expand to
CANADA  172.28.0.0/16 0% 1 35 0 o Prim .30.0.0/16 Templates
CANADA  10.87.0.6/16 0% 1 55 0 0
5 2 classes [ %4 509 o ° =
Ton Click expand to @ Remove Template
v 172.30.0.0/16 (1 rows)
PREFIX MASK DESCRIPTION VLAN STATUS COVERED
BY
Filter... Filter... Filter... Fih Filter... Filter..
172.3@.242.@/24 @ 255.255.255.8 Vianz42 242 ~ USED
¥ FREE /24 (255 subnets, 2 ranges)
Tip: Expand a range to name individual free subnets (sawved to owverrides).
¥ Expand all 2~ Collapse all
RANGE COUNT RESERVED COVERAGE
Filter... Filter. Filter... Filter... Filter...
z .9. — 242 a o= 95%
172.20.0.0/24 Collapse

172.3e.241.a/24

FREE CIDR RESERVED FOR

172.30.8.0/24 ———— a Ssave
L7 2-50-1:0/24, Reserved for... B Save
172.30.2.0/24 e ———— a save
172-36:3-6f3a Reserved for... B Save
172.3@.4.0/24 e —— B Save

Class Summary workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.
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3.3 Subnet Calculator

Purpose

The calculator helps administrators validate CIDR input and confirm addressing
outcomes before applying a real change elsewhere in the system.

Administrative value

It adds speed and confidence to planning work by keeping quick verification inside
the platform rather than pushing administrators into an external calculator.

Typical uses
«  Use it during design, review, and troubleshooting discussions.
«  Validate expected subnet outcomes before creating or updating records.
«  Keep it as a safe planning aid separate from production changes.

B Subnet Calculator m = 1pve & Clear

Compute IPv4/1Pv6 subnet details from a CIDR such as 18.1.1.8/21.
QOutputs: network, broadcast, usable hosts, 2nd cpticnal subnet split count.

CIDR
10.1.1.8/21

SPLIT INTO PREFIX LENGTH (OPTIONAL)

24
24 ets ex e 1
Calculated.
25 Results 0 1Pva h Subnets (sample) = First 256
FIELD VALUE # SUBNET RANGE
IP version eva 1 10.1.8.8/24 19.1.8.0 - 18.1.8.255
Normalized 18.1.8.8/21 2 18.1.1.8/24 18.1.1.8 - 18.1.1.255
Network address 18.1.0.9 3 10.1.2.0/24 18.1.2.0 - 18.1.2.255
Broadcast address 10.1.7.255 4 10.1.3.8/24 10.1.3.0 - 18.1.3.255
Netmask 255.255.248.0 H 10.1.4.6/24 10.1.4.0 - 10.1.4.255
Wildcard 0.8.7.255 5 10.1.5.8/24 10.1.5.0 - 18.1.5.255
Prefix length 21 7 10.1.6.8/24 10.1.6.8 - 18.1.6.255
Total addresses 2048 8 10.1.7.0/24 168.1.7.0 - 18.1.7.255
Usable addresses 2045
First usable 1€.1.8.1
Last usable 18.1.7.254
Split into /24 3 subnets

Subnet Calculator workspace
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Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

4. Discovery, History, and Topology

These pages help administrators understand what the platform has discovered,
what happened previously, and how infrastructure relationships can be reviewed
visually.

4.1 Scan History
Purpose

Scan History records prior discovery activity so administrators can review
completed runs and inspect historical scan context.

Administrative value

Its value is operational traceability: administrators can confirm whether discovery
happened, narrow the review to a specific event, and inspect detail without leaving
the platform.

Typical uses
. Search for a relevant run, period, or operational context.
«  Open detail views when the summary line is not enough.
+  Use the page as part of routine validation and troubleshooting.

D Scan History =
€ BacktoDashboard [l Bl oL d @ Clear History
Review completed scan runs, open reports, inspect failures, and export or remove history records.
D TOTAL SCANS © COMPLETED A WITH WARNINGS © FAILED
Visible report entries on disk Runs that finished without recorded failures. Runs completed with failed devices Runs that ended in an error state
Q Search  Search by mode, status, file name, I Sort Newestfirst v =Rows Al v Showing 9/9
LOCAL TIME MODE DEVICES  FAILED  DURATION  STATUS REPORTS ACTIONS

©3/24/2026, 11:30:33 A W Latestscan S SELECTED =1 ©o - O Completed B Excel ©xeoRT ||l HTML © ViewDetails | @ Delete

03/23/

SR et _io L . BiCompcad B Excel exrort || kil HTML © ViewDetails | W Delete

.8,3,/23/,%22,5' 08:53:38 PH § SE“-C““ =1 ©o = 9 Compictsd B Excel exeorT || ¥ HTML © ViewDetails W Delete
Ve?/zz-zaza § mu. N =7 S0 - O Completed B Bxcel oweort |l HTML © ViewDetails =~ W Delete
:a?jzzrrz?zﬁ, as:as:sa PM s sthcrE‘n . =1 So - O Completed B Excel ExPoRT || I HTML © ViewDetails | W Delete
733_/22«2925‘ 05:22:41 PH § F7‘"-'- b n e =7 ©o = @ Completed B Excel EXPORT | ¥ HTML © ViewDetails =~ W Delete

Scan History workspace

Page 9 of 30



Scan Details

X Close
LOCAL TIME MODE DEVICES SCANNED FAILED DEVICES DURATION
03/20/2026, FULL 6 5 -
09:42:08 AM
STATUS EXCEL REPORT HTML REPORT
Completed with ipam_20260320- ipam_20260320-
wamings 094208.xisx 094208.html
Failed Devices
DEVICE IP REASON
Ciscosw01 172.241245 TCP connection to device failed.
AccessSWO01 10.130.3.10 No SNMP response received before timeout
FortiGate01 10.130.1.130 TCP connection to device failed.
Junipersw01 10,130,134 TCP connection to device failed.
useragg 10.72.50 TCP connection to device failed.
Review the ger X Close

Scan History supporting view

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

4.2 Topology
Purpose

Topology presents device relationships in a visual format that complements list-
based and table-based views.

Administrative value

Visual context matters when administrators need to explain connectivity, review
infrastructure areas quickly, or orient themselves during troubleshooting and
change planning.

Typical uses
«  Search for a device or area to focus the view.
«  Use saved views to revisit known network segments efficiently.

«  Apply the topology view when a visual explanation is more useful than raw
tables.
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Scan Controls

&£ Reload -

Nodes: & Links: 7 | Layout: HIERARCHICAL | Filter: ALl Devices

a save

& Download PNG =
v Bload W Delete

& Downioad SVG

& STP:OFf

¥ infia Only: Off

<=

& Layout: Hierarchical

# Enable Edit Mode

Devices to scan Z Al % None

Topology workspace

10poiogy view O Sove CurrentView @ ® Aubs @ iPPoCuve @ FotiGate @ Unknos @ STP Forwardin @ STP Block

Topology output

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

5. Inventory, Templates, and Configuration Backup

These modules help administrators review the discovered estate, apply consistent
structure across repeated tasks, and preserve network device configuration state for
review and recovery planning.
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5.1 Network Inventory

Purpose

Network Inventory provides a broad, operational view of the devices and assets the
platform is tracking.

Administrative value

It is most useful as a review and export surface: administrators can confirm what
the platform sees and use that information to support planning, audits, or handoff
activities.

Typical uses
- Use the page to review the current asset picture at a glance.
- Export information when a wider review or offline analysis is required.
«  Cross-check the inventory when validating discovery coverage.

A CREDENTIAL PROFILES
- monToren = [OTAL - monroren > S5H - moniToren o SNMP - monitoren . 2 AUTO
DEVICES DEVICES DEVICES DEVICES 3
7 6 1 0
Managed invent CLi-b iscovery targ g-based gerprint very targe
2 Inventory Workspace @ Exportlnventory ExporT
-
&= Network Inventory
entralized device tory with discovery status, connection method and quick actions.
Q searcH = rows
ces (hostname, IP, site, vendor, usel Al - & Bulk Edit Selected @ Delete Selected Showing 7/7 - Selected 0
0  HOSTNAME IP ADDRESS SITE VENDOR / MODEL USER PORT METHOD LAST SCAN STATUS NETWORKS ACTIONS a
te: te Fitter F Filter te
Cisco @
Ciscosw01 172.24.124.5 LONDON B P, LDAP-user tcp/22 ssh - © ok a
v : [CHE |
Cisco e s LI,
L) AccessSWO01 10.130.3.10 PRAGUE WS-C3750E-48PD-S LDAP-user udp/161 snmp 3 & 9 ox 3
P -
[CH |

Network Inventory workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

5.2 Inventory Info
Purpose

Inventory Info offers a more targeted and filter-friendly operational view of
inventory data.
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Administrative value

Compared with the broader inventory page, this page is better suited to focused
review and support work where administrators need narrower results.

Typical uses
«  Search for specific devices or operational criteria.

«  Use the page when troubleshooting, documenting, or preparing a targeted
export.

«  Treatit as the detail-oriented companion to the broader inventory view.

& Inventory Info DEVICES SITES

la history. The page prefers the dedicated Inventory worksheet when present and falls back 7 7

to

VENDORS REPORTS USED
Search Site Vendor Scan Status
ch hostname, IP, serial, model, OS versior All sites v Allvendors v Alstatuses Pl B Exportcsv QX
Visible rows:7

HOSTNAME MANAGEMENT [P SITE VENDOR  MODEL SERIAL OSVERSION  PLATFORM  DEVICE TYPE NETWORKS ~ STATUS INVENTORY SOURCE  SYSTEM NAME  SYSTEM DES

ProcruveSWol 172.30.242.8 BERLIN Aruba/HPE 5406zl 5G825488D5 K16.02.0026  ArubaOS-  network_device 1 unknown ssh ProcruveSWO1 5406zl J869"
JBEITA! Switch
Serial
Number:
SG0254B0D5

Coreswel 172.28.1.60 CANADA  Aruba JL65BA SGAILMPEG3 FL10.10.1070 ArubaOS-  network device 2 wbeown ) Ssh Coresw01 JL658A 630(
6300M o
24sFP+
4SFP56
Swch

Ciscoswol 172.24.124.5  LONDON Cisco WS-C3850-  FCW2205C150 16.1205b Ciscol0S  network_device 4 wimown) S Ciscoswo1 Cisco 108 Xi
48p XE

Inventory Info workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

5.3 Templates
Purpose

Templates help standardize repeated patterns and reduce manual inconsistency
across the environment.

Administrative value

In mature environments, templates support better governance because they help
different administrators work in a more consistent way.

Typical uses
«  Create reusable patterns when the same structure appears repeatedly.
«  Review template definitions as operational standards evolve.
«  Use templates to reduce manual effort and improve naming discipline.
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Templates workspace

(® Templates ELLl O Refresh B Qass Summary

Define naming templates for 2 /16 “Ciass” using a simple patiem such 25 10.x.8.8/16 or 172.x.8.8/16.

Esch template is 2 st of /24 third octets ([0-255) and 2 name. Apply templazes from Class Summary 1o write subnets_overrides resenvations in bulk
i= Templates list © dick row to edit # Editor (@ Duplicat= & ImportCSV B ExportCsv m § Delste
NAME PATTERN 7215 Template name
Base-Template 16.x.8.8/15 255 Base-Template
Patterr
18.x.8.8/18
+ Addi24  # thirdoctet=AB. C 024 # Apply from Class Summary
THIRD OCTET NAME
1 Unused-1 1]
2P-Routing z
NAT-VPNs | |
4 Destination-NAT ]
T-Technician &

Templates supporting view

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

5.4 Configuration Backup
Purpose

The Configuration Backup page helps administrators collect, store, and review
network device configurations as part of the broader IPAM Manager operating
workspace.
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« ¥ configuration Management & 4) O admin ~

Configuration Management
Read-only network configuration backup, version history, change detect

S Inventory:6 S Withbackup:5 0 Mode: read-only backup D Retention: 100 versions

‘ = INVENTORY DEVICES S DEVICES WITH BACKUP £3 CHANGED CONFIGS A FAILED BACKUPS

6 5 12 10

ble device:

& Recent Backup Jobs = 18jobs
One row per backup job. Expand a job to re p result

STARTED FINISHED STATUS DEVICES CHANGED FAILED INITIATED BY MESSAGE

5 2026-06-01 14:17: 2026+ 47, Failed 171 0 1 admin Backup finished. Pruned files: 0

3 2026-06.01 141405 2026-06-01 14:1524 Partial 6/5 2 1 admin Backup finished. Pruned files: 0

> 2026-06 1252 2026-06 264 Partial 6/6 g 1 admin Backup finished. Pruned files: 0

N 2026-05-31 170805 2026-05-31 17.0845 Stopped Backup stopped by user after completing the current device. Pruned files: 0

> 2026-05-3116:56:13 2026-05-31 170 Failed 6/6 o 6 scheduler Backup finished. Pruned files: 0

Administrative value

Configuration backup reduces dependence on manual configuration copies and
gives administrators a consistent reference point for change review, recovery
preparation, troubleshooting, and operational handover. It complements inventory
and topology data by preserving the device state that supports real network
operations.

Typical uses

«  Review which managed devices are covered by configuration backup and
confirm that critical infrastructure is included.

«  Run or review configuration backup activity before planned changes,
maintenance windows, or device replacement work.

«  Confirm that recent successful backups exist for important devices and
investigate failed or missing backup results.

«  Use saved configuration snapshots during troubleshooting, rollback
preparation, audit review, or support handoff.

«  Apply retention and cleanup practices so configuration history remains
useful without allowing storage usage to grow uncontrolled.

Operational guidance. Use this page before and after network changes, after
onboarding new devices, and during periodic operational review. Confirm backup
coverage, verify recent successful results, and keep retention aligned with the
organization's recovery and audit requirements.
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Backup Versions - DMZFW01 £J Diff Viewer

SELECT  TIME TYPE  STATUS CHANGED  SIZE ACTIONS DETAILS £J Compare Selected = & Compare Latest Two

2026-06-01 full ) Y 4453 Dowsiad
1414019 KB

2026-06-01 full success Ve 4453 Download
S KB

2026-06-01 full =5 Yes 4453 Download

112535 B
2026-05-31 full e Yes 4453 [ Changed: 4 e(s) adde
141522 KB 4

O 2026-05-31 full Si— Yes 4452 Download
13:42:58 KB 4

success 2 Download

2026-05-31 full Yes 4452
133928 KB

6. Monitoring and Retention

This chapter explains how the Monitoring page supports day-to-day operational
awareness and how retention controls help administrators keep monitoring history
useful, searchable, and storage-conscious.

6.1 Monitoring
Purpose

The Monitoring page provides operational visibility for monitored devices, active
and resolved alerts, polling status, response health, latency, CPU usage, memory
usage, and monitoring history retention.

Administrative value

Monitoring adds essential device-status awareness to the IPAM workflow. It helps
administrators identify operational changes without leaving the platform, while
retention settings keep historical monitoring data controlled and useful for trend
review, troubleshooting, and alert analysis.

Typical uses

- Review monitored device status, last poll time, availability state, latency, CPU
usage, and memory usage from one operational view.

. Filter active and resolved alerts to confirm current impact, recovery state,
and recent operational history.

«  Use device search, paging, and per-device polling actions when validating a
specific device or investigating a reported issue.

«  Configure thresholds and email notification rules for new alerts and recovery
events so the right administrators receive timely updates.

+  Review and adjust retention settings so monitoring samples, alert history,
and resolved-event records remain available for the required period without
unnecessary database growth.

+  Reassess retention after device count, polling frequency, or operational
reporting requirements change.
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@ -

@ Dashboard

« % Monitoring

e Monitoring

# Fast interval: 305

® Decpinterval: 6005 Last poll: 2026-06-0114:52:32 & Workers:20/3 A Down after 3 failed checks

<

© Enable All

@ | © admin ~

© Disable All

' Subnets
- = MONITORING © DEVICES UP © DEVICES DOWN > SNMP FAILED © HIGH PING ® HIGH cPU £ HIGH MEMORY A ACTIVE ALERTS
= Inventory Z = ennsLep
1
["‘,‘ Monitoring 6
< Topology
& Scan History B Device Health © Last poll: 2026-06-01 14:52:32
Credentials Vault
» Qsearch
@ Class Summary
=Rows
B Subnet calculator
50
" Showing 1-6/6
& Scan Scheduler 9 1-6/
Pagetof1
& Templates HOSTNAME " SITE MONITORING  PING NMP Pu MEMORY  UPTIME LAST CHECKS ACTIONS
“Ir Logs CORESWO1 - e e i Cie O 160730 Fast: 2026-06-01 14:5226 Q- =
Deey 01 144553
& Settings
DMZFWO1 10.7.252.180 u © Enabled © UP 1.9%ms © ox © 3% ° 5% tear:1 Fost: 1 14215 0 - =
4% Users Deey 01 14:45:33
B License CA-AGGSWO1 172.28.1.16 CALIFORNIA © Enabled © UP 146.0ms © ok °6x © % 4750065517 Fast: 2026-06:01 145215 0 - =
Deep: 2026-06-01 14:45:33
IN-Users01 10.130.1.34 MUMBAI © Enabled © UP 73.6ms © ok °% ° 2% 1804160033 Fast:2026-06-01 145226 B - =
Deer: 2026-06-01 14:45:53

Monitoring retention guidance

Retention controls should be sized according to device count, polling frequency,
alert volume, and available disk capacity. Shorter retention is suitable for compact
operational review, while longer retention may be useful when teams need
historical trend context, recurring incident analysis, or audit support.

Operational guidance. Review active alerts first, then confirm recent recovery
events and retention settings. For larger deployments, align retention with available
storage and expected polling volume before increasing polling frequency or adding

many devices.

3= Monitoring Settings

Eiit polling behavior, alert thresholds and history retention dir

FAST POLL INTERVAL

30

FAST POLL WORKERS

DEEP METRICS INTERVAL

v Collapse P Engine Enabled

DEEP POLL WORKERS

20 600 3]
ds between lightweight availability checks. Minimum 15 reight availability checks in parallel. Start with 20-30 f& NMP d
PING TIMEOUT PING WARNING PING CRITICAL DEVICE DOWN THRESHOLD
2 200 250 3
Timeout per ping check in seconds ming threshold in milliseconds. Consacutive failed ch

RECOVERY THRESHOLD

2

onsecutive successful checks before recoven
MEMORY CRITICAL

90

DEFAULT ALERT VIEW

Active only

CPU WARNING

80

ming threshold in perce

MAX ALERTS RETAINED

500

CPU CRITICAL
90

ALERT RETENTION DAYS

MEMORY WARNING

80

HEALTH HISTORY RETENTION DAYS

30

Enable Monitoring Engine
When disabled, automatic polling stops. Queued device Poll Now remains
available through the worker process.

Monitor All Devices By Default
Devices without  custom monitoring setting will be monitored automatically.

Hide Auto-resolved Alerts

Recovered alerts disappear from the default view and stay available only when
explicitly requested.

Monitoring threshold setings

Page 17 of 30



¥ Email Notification Rules v Collapse = Email Disabled

when Monitoring alerts should be sent by email. SMTP server settings are managed on the Settings page.
(] Enable Email Notifications Send on New Alerts Send Recovery Emails

When enabled, th ing notification engine will be allowed ta send emails Send an email when a new matching alert is created. Send one follow-up email when a matching alert is resolved. Recovery uses the

for matching alert conditions. original alert metadata when available.
RECIPIENTS OVERRIDE COOLDOWN MINUTES REPEAT ACTIVE ALERT EVERY _

[] Include Suppressed Alerts
@example.con, admin@example.com 0 [] Normally suppressed alerts are not sent by email. Enable
only if suppression should not affect mail delivery.
fort anda t tive. 0

W Sources A Alert Types
Ping / Availability Device Down
SNMP Reachability High Ping
cpPu SNMP Failed
Memory High CPU

() Uptime / Reboot High Memory

the SMTP configuration from the Settings page. If Recipients Override is empty, the SMTP default monitoring recipients are used. Recovery emails are sent only for incidents that already generated a new-alert email, so old resolved alerts

oactively.
FYCVALETENINY | O Reset Email Rules

Notification rules

7. Administration and Access Control

These modules support operational governance, controlled access, and
administrative accountability.

7.1 Users
Purpose

The Users page manages who can access the platform and how administrative
responsibility is distributed.

Administrative value

It is a key page for onboarding, governance, and ongoing access review. Keeping it
current reduces operational ambiguity and supports controlled administration.

Typical uses
«  Review current user records before making access changes.
«  Open the add-user flow when provisioning a new administrator or operator.
«  Use the page as part of regular access governance.
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User Management ¢ BacktoDashboard &+ Add User

Manage local and LDAP users.

TOTAL USERS ADMINS LOCAL LDAP

2 1 2 (1]

Q Search by username, type, role, or

All Types v 25 per page ~
All Roles od O Reset Filters

All Statuses v

# USERNAME USER TYPE ROLE STATUS CREATED LAST LOGIN ACTIONS
1 admin 2 LocaL © ADMIN © ACTIVE 2026-03-1912:18pm  2026-03-2411:30 am Current User Protected

& Edit ‘2 Disable
2 test & LocAL a7 USER © AcTIVE 2026-03-24 09:55am  2026-03-2411:01am # Reset Password

¥ Delete

Showing 1-2 of 2 matching users < Pagelofl >

Users workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

7.2 Credentials Vault
Purpose

Credentials Vault centralizes the credential material the platform relies on for
operational tasks.

Administrative value

Keeping credentials organized inside the platform improves consistency and
reduces the risk of fragmented, informal credential handling.

Typical uses
«  Use the vault as the managed home for operational credentials.
+  Review entries when access-dependent workflows need validation.

«  Keep records current so automation and administrative work remain
reliable.
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P Credentials Vault # Create / Edit Profile

Vault file: /opt/ipam-manager/yaml_files/credentials_vault.yaml Crea edentials profile or

A& Dashboard

&h Subnets
Q Search =
9 Scan History Showing Profile Name
Search by namefidiuser s
@& Class Summary
Y NAME D SSH USER SNMP  USED  ACTIONS SSH Username
BY
B sSubnet Calculator
FWs- cred_ec6897bf  nwadmin v2c 1 @ Edit
i SSH Password (encrypted)
- W Delete
e a5 Eaap
= Inventory
LDAP- cred_3a1567bb  network_backup  v2c 5 @ Edit Enable Secret (optional)
network_backup =
© Inventory Info D eave emply to keep)
= SNMP Version
L Templates Prague Juniper cred_54c3629¢  root v2c e @ Edit
W Delete (none) v
" Topology
. SNMP Community
22 Users Note: Secrets are encrypted and never displayed. Leave secret fields empty to
keep existing eave emply to keep
B logs SNMPv3 User

& Credentials Vault

igned Auth Protocol
agent
SHA v
Auth Key

ave empty to keep)
Priv Protocol

AES v
Priv Key

Credentials Vault workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

7.3 Logs

Purpose

The Logs page provides direct visibility into recorded platform activity.
Administrative value

It gives administrators a practical way to review what happened, narrow the view to
a relevant event, and gather context during operational review.

Typical uses
. Search logs to isolate the relevant time, event, or user.
«  Open alog detail when additional context is needed.
«  Uselogs to support review and troubleshooting workflows.
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B Logs

Retention Prune older than
. " = 180 30
€ File: output/audit_log.jsonl & Retention: 189 days & Download exrox T
an @ s
Search Type Status Action
Visible
type/action/useripath/detail All v oAl v oAl v Reset e
TIME TYPE ACTION STATUS USER P PATH METHOD DETAILS
2026-03-24 09:30 ¥ scan discovery_finish ® success admin ® = v View
an
(
4
2026-03-24 09:30 ® scan discovery_start ® info admin - - S v View
an
(
4T0S
2026-03-24 69:30 ¥ subnets subnet_bulk_delete ® success admin 17220.96.1 /subnets/delete/bulk POST v View
an
24T09:30:10,5550022
2026-03-24 09:30 @ subnets subnet_delete ® success admin 17229.96.1 /subnets/CANADA/10...  POST v View
an
2
2026-03-24 09:30 % auth login ® success admin 17229.96.1 /login POST ~ View
an

Logs workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

8. System Configuration and Maintenance

These modules are typically used by platform owners or senior administrators
responsible for maintenance, licensing, scheduling, and secure operation.

8.1 Settings
Purpose

Settings is the entry point for maintenance-oriented administration and service-
level review.

Administrative value

Itis where administrators move when they need to assess or prepare system-level
work rather than day-to-day addressing tasks.

Typical uses
+  Review service state before planned maintenance.
«  Use the page as the gateway into configuration and upkeep tasks.
«  Reserve it for controlled administrative operations.
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® Full Backup D Restore

Download a single ZIP that includes everything (YAML DBs, Restore from a previously downloaded backup ZIP file.
settings, keys, and output/ ).
BACKUP ZIP FILE

& Download Full Backup Choose File | No file chosen

eys. Store it securely

L Backup includes secret:

X Restore Now

s{failure message. Temporary

& Software Update
Upload a new .deb package and install it on this server. You can also downgrade by uploading an older package. The service may
restart during installation.

DEB PACKAGE

Choose File | Mo file chosen

L Upload & Install 4 Upload & Downgrade

Re

apt and sufficient privi s (root or passwordless sudo ). Uploaded file is stored temporarily and remov

() Restart Service

Restart the internal IPAM application service (Waitress). NGINX is reloaded automatically when you change public port or HTTPS.

< Restart Now

erice status: active

MainPID

y. Otherwise, you may nee

#a Public Port

Change the public listener port for the web UL
Current configured port: 2@

NEW PORT

B Save Port

Settings workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.
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8.2 Certificates

Purpose

Certificates groups trust-related workflows into one dedicated operational view.
Administrative value

Certificate maintenance is easier to manage when related tasks are centralized and
reviewed in a structured way rather than handled ad hoc.

Typical uses
«  Use the page when reviewing certificate status or preparing maintenance.
«  Work through the available certificate paths in a structured order.
«  Treat certificate changes as planned administrative tasks.
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ipam.local v Expires in 364 days

Issuer: commonName=ipam.local

Valid from: 2626-63-21719:45: 26+00: 08 Valid until: 2027-03-21719:46:26+80: 8¢

Validity progress: %

LR e = Replace | & Download

© Current status
Private key e
/opt/ipam-manager/tls/server.key.pen
Certificate present
/opt/ipam-manager/tls/server.crt.pen
Chain bundle —
/opt/ipam-manager/tls/server.chain.pem
CsR none
/opt/ipam-manager/tls/server.csr.pem
Certificate details
Common Name (CN) ipam.local
Valid from 2026-03-21T19:45: 26+00:00
Valid until 2027-03-21719:46:26400:00
Issuer commonName=1pam. local
SHA-256 fingerprint 72675268 152562

Bo Trusted CA certificates

Trusted CA certificates are stored under /opt/ipam-manager/tls/ca. Replacing a CA overwrites the file directly. No CA history directory is created.

CA certificate file Stored filename
Choose File | No file chosen Idap_ca.pem

Accepted formats: PEM, CRT, CER, DER. Files are normalized and stored as PEM.

XL Upload CA

No trusted CA certificates are installed.

B CSR wizard
Step-by-step CSR generation for a CA-signed certificate.

| 1 Domains | 2 Organization 3 Key

Common Name (CN) SANs (comma separated DNS/IP)

ipam.local ipam.example.com, 10.0.0.1
¢ Back - Next Generate CSR

& Upload signed certificate

Upload the certificate issued by your CA. Optionally upload the chain bundle.
Certificate

Choose File |No file chosen

Chain (optional)
No file chosen

Accepted formats: PEM, CRT, CER, DER. Files are normalized and stored as PEM.

X Upload

20 Generate self-signed

Generates a self-signed certificate. Useful for testing or internal deployments.

Certificates workspace
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Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

8.3 License
Purpose

The License page exposes licensing state and support-related information needed
for ongoing administration.

Administrative value

It helps keep the product supportable, auditable, and easier to manage during
vendor or compliance-related interactions.

Typical uses
«  Review current license state during maintenance cycles.

«  Use the report and fingerprint information when support or compliance
work requires it.

+  Keep licensing review part of regular platform upkeep.

M Dashboard

% Subrets B8 License = License Report L Upload License
SELECT A LICENSE FILE

"D Scan History v Status:Valid Devices: 6/10 Expires: 2026-83-29 (11 days) (LIC / JSON)

@ Class Summary Cistoimar Trial inode

[ Choose File |N...en

License ID: T!

B Subnet Calculator Réasor: Trial mode

@ Installation ID

= Inventory Use this fingerprint to issue a host-locked license:

sha256:37a58ce2564217fb2b6413840adde12b324af7ccbad328c13577dbc40fde7a03

@ Inventory Info

@ Copy

® Templates
" Topology

22
& Users

B Logs
A Credentials Vault v

—_
License workspace

Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.
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8.4 Scans Scheduler
Purpose

Scans Scheduler helps administrators turn discovery into a repeatable, managed
process.

Administrative value

Scheduling reduces dependence on manual memory and helps maintain more
consistent operational coverage across the environment.

Typical uses
«  Review schedules before adding or modifying recurring discovery work.
«  Open existing schedules when refinement is preferable to replacement.
«  Use the scheduler to make discovery repeatable and operationally

predictable.
a R s
A Dashboard & Create Schedule i= Existing Schedules
&h Subnets Schedule discovery scans by weekday/time or nabled schedules are checked in the background every 30 seconds.
create a one-time scan at a specific date/time.
'3 Scan HiSﬁOry Schedule name NAME JOB TYPE SCOPE NEXT STATUS ACTIONS

RUN
" 3. Weekly Full Scar
& Class Summary

Job type Full Discovery  weekly  full 2026- D i ©
scan 03-21
B Subnet Calculator Discovery scan > weekly 2300 M started >
Utilization scans IPv4 subnets from the Subnets page and caches (0]
used (ping sweep). =
o Schedule type -
m Inventory
Weekly (days + time) - T r
© Inventory Info Weeldy: sat at 23:00
Scan scope
® Templates Fullinventory L
%' Topology Days of week

Mon Tue Wed Thu
2
= Users

Fri (] sat [ Sun
B togs Time (HH:MM)
A Credentials Vault 09:00 AN ®
Signed in as
agent B Save schedule Z Refresh

Scans Scheduler workspace
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9. Security and Access Protection

This chapter explains how the Security page helps administrators control login
exposure, enforce source IP restrictions, and apply brute-force protection from one
operational workspace. It is intended for administrators responsible for access
governance and platform hardening.

9.1 Security
Purpose

The Security page centralizes access-related controls that influence who can reach
the login flow and how repeated failed login attempts are handled. It combines
preventive controls, visibility, and pre-change validation tools in one place.

Administrative value

This page helps administrators reduce unnecessary login exposure directly from the
platform. Instead of relying only on external controls, administrators can define
trusted source ranges, apply more restrictive rules to specific users, and tune brute-
force thresholds according to operational policy.

Typical uses

Restrict login to trusted addresses or network ranges by configuring a global
allowlist.

Apply tighter per-user restrictions when privileged accounts should only be
reachable from specific addresses.

Enable brute-force protection and tune lockout thresholds to reduce repeated failed
login attempts.

Use the built-in access test to validate proposed policy changes before saving them.
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o= Current effective IP: 172.29.96.1

A lLogin is currently allowed from any IP

Global allowlist

+ Add my effective IP

Per-user allowlist

Overrid

USER ALLOWED IPS / CIDRS

admin

+ Add my effective IP

empty to use t

+ Add my effective IP

t for that user. Save is blocked if the curent administrator would lock themseives out based on the current effective IP

O Login brute-force protection
Enable login brute-force protection
When enabled, repeated failed login attempts trigger a temporary lock for the source IP and the username.

Failure window (minutes)

15

Lockout duration (minutes)
5

Max failures per IP
10

Max failures per user

@ Session idle timeout
) Enable automatic logout after inactivity

When enabled, authenticated sessions are logged out after the configured number of idle minutes with no requests from the user.
Idle timeout (minutes)

15

Ve Test access without saving

User

admin v
IP address to test

172.29.96.1
The test evaluates the proposed form values currently on the page. It does not save anything. When no test IP is provided, use the current effective IP

4 Testaccess

Security page overview
Global and per-user allowlist controls

The upper portion of the page focuses on source IP governance. Administrators can
define a global allowlist that applies platform-wide and then use per-user allowlists
to apply stricter rules to selected accounts. This allows broad policy enforcement
without losing flexibility for high-privilege users.
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The page also displays the current effective client IP so administrators can confirm
which address the platform is actually evaluating. Warning banners highlight when
login remains open from any IP address because no global or per-user allowlist is
currently defined.

Brute-force protection settings

The lower portion of the page controls login brute-force mitigation. Administrators
can enable or disable the feature and configure the failure window, lockout
duration, maximum failures per IP address, and maximum failures per username.
These settings help reduce password guessing and make repeated failed login
attempts less effective.

Session idle timeout

When enabled, authenticated sessions are logged out after the configured number of
idle minutes with no requests from the user.

Test access without saving

A dedicated validation area allows administrators to test the proposed policy
without committing the change. By selecting a user and entering an IP address to
evaluate, administrators can confirm whether the current page values would allow
or deny login before saving the final configuration.

0 Login brute-force protection
] Enable login brute-force protection

When enabled, repeated failed login attempts trigger 2 temporary lock for the source IP and the username.
Failure window (minutes)

15

Lockout duration (minutes)

5

Max failures per IP

10

Max failures per user

5

Ve Test access without saving

User
admin v

IP address to test

17229961

& Testaccess

Security page hardening and validation controls

Operational guidance. Use this page when access policy changes, when privileged
users are onboarded, or when failed-login activity requires review. Confirm the
effective client IP, review allowlist rules, test the proposed policy, and then save the
final configuration.
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Operational guidance. Review the current state first, then move into add, view, or
configuration tasks only after confirming the target object or the exact
administrative need.

Operational guidance

IPAM Manager delivers the most value when administrators use it as one operating
workspace instead of a collection of disconnected screens. Address planning,
discovery visibility, inventory review, configuration backup, monitoring retention,
governance, and maintenance all become easier when they are handled inside one
coordinated platform.

Documentation scope. This guide is intended as a customer-facing administration
manual. Low-level QA evidence, validation counts, and other internal testing details
should remain in separate internal materials.
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